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ABSTRACT ronments and have fixed or limited “points of access”, mobile ap-

pliances are free to operate in far more hostile environments, due to
the potentially unlimited points of access, and over a wide range of
bearer technologies such as cellular netwokkg.,(GSM / GPRS),

As intelligent electronic systems pervade all aspects of our lives, capturing,
storing, and communicating a wide range of sensitive and personal data, se-
curity is emerging as a critical concern that must be addressed in order to -
enable several current and future applications. Mobile appliances, which W|rre|less IocBaII arteatrr\‘etworke.g., 802.11afb), and personal area net-
will play a critical role in enabling the visions of ubiquitous computing and works (e.g., Bluetooth).

communications, and ambient intelligence, are perhaps the most challenging ¢ Mobile appliances are quite vulnerable to theft, loss, and corruptibil-

to secure - they often rely on a public medium for (wireless) communica- ity. Security solutions for mobile appliances must, therefore, provide

tions, are easily lost or stolen due to their small form factors and mobility, for security under these challenging scenarios.

and are highly constrained in cost and size, as well as computing and battery o constraints on cost and weight, and the need to operate mobile appli-

resources. ) . ) ) . . ances off batteries, imply that they are quite constrained in their pro-
This paper presents an introduction to security concerns in mobile appli- cessing capabilities and energy supplies. The processing and energy

ances, and translates them into challenges that confront system architects,  gyerhead required to provide sufficient security can be significant,
HW engineers, and SW developers, including how to bridge the processing  ang overwhelm the modest capabilities of mobile appliances [12, 13].
and battery gaps, efficient tamper-proofing of devices, content protection,
etc. Recent innovations and emerging commercial technologies that addressThe challenges of securing mobile appliances can be adequately ad-
these issues are also highlighted. We envision that, for a large class of efiressed only through measures that span virtually every aspect of their de-
bedded systems, security considerations will pervade all aspects of systé&ign — hardware circuits and micro-architecture, system architecture, sys-
design, driving innovations in system architecture, software, circuits, anéem and application software, and design methodologies. This paper intro-
design methodologies. duces the new challenges that security poses to mobile appliance designers,
and surveys technologies that can be used to address them. Despite signif-
icant recent interest and notable innovations in this area, many challenges
1. INTRODUCTION remain that will require further attention and awareness of security among

. . . . hardware, software, and system designers.
Mobile appliances, including cell phones, PDAs, and smart cards, account

for a large segment of the electronics and semiconductor industries. Due to

their convenience and ubiquity, it is widely accepted that such mobile appli2- BACKGROUND: SECURITY CONCERNSIN
ances will evolve into “personal trusted devices” that pack our identity and MOBILE APPLIANCES

purchasing power, benefiting various aspects of our daily lives [1, 2]. On the
other hand, mobile appliances are also likely to play an important role in en-
abling the vision of an intelligent ambience, by collecting and communicaty,
ing various personal habits and preferences, and enabling our environme
to sense and react to us.

The role of security mechanisms is to ensure the privacy and integrity of
ta, and the authenticity of parties involved in a transaction. In addition, itis
%o desirable to provide functionality such as non-repudiation, copy protec-

- . . .___tion, preventing denial-of-service attacks, filtering of viruses and malicious
Due, in part, to the aforementioned trends, the usage of mobile appllancgade and in some cases, anonymous communication [6, 7]

will frequently involve the storage of, access to, and communication of sen- Figure 1 illustrates some of the major security concerns from the perspec-

sitive information, making security a serious concern. Indeed, the successe of 4 mobile appliance

and adoption of several emerging applications and services are predicatede o ) . N

on the ability of mobile appliance manufacturers and service providers to ® User identification attempts to ensure that only authorized entities can

ensure adequate security and gain the trust and confidence of consumers and ~ use the appliance.

other parties involved. For example, 2.5G and 3G wireless applications, e Secure storage addresses the security of sensitive information such as

including mobile commerce (m-commerce), multimedia messaging, mobile passwords, PINs, keys, certificates., that may reside in secondary

content delivery, and mobile office deployment, require high levels of secu- storage €. g., flash memory) of the mobile appliance.

rity. In fapt, security is cited as the single largest concern among surveys of o A secure software execution environment is necessary to ensure that

prospective m-commerce users [3]. . . — attacks from malicious software such as viruses or trojan horses are
Thanks to the evolution of the Internet, information and communications prevented

security has already gained significant attention [4, 5, 6, 7]. While the knowl- '

edge and experience gained from the wired Internet, including cryptographic ® A tamper-resistant system implementation is required to ensure secu-

algorithms, security protocols, and standards, give us a head startin the quest  fity of the hardware implementation from various physical and elec-

to secure mobile appliances, there are several challenges unique to mobile  trical attacks.

appliances that must still be addressed. o Secure network access ensures that only authorized devices can con-

o Mobile appliances often use a public transmission medium for (wire- nect to a network or service.
less) communication, which implies that the physical signal is easily e Secure data communications considers the privacy and integrity of
accessible to eavesdroppers and hackers. Wireless security is a chal-  data communicated to/from the mobile appliance.
lenging problem, perhaps even more so than wired security in many o content security refers to the problem of ensuring that any content
respects [8, 9, 10, 11, 12], that must be addressed by many mobile yha js downloaded or stored in the appliance is used in accordance
appliances. with the terms set forth by the content provider §., read only, no

¢ Unlike desktop computers, which operate in physically secure envi- copying,etc.).



provide additional functionality, such as non-repudiation, that is not
provided in the transport-layer security protocol).

The need to support security protocols and mechanisms, such as those
described above, translates to various challenges in the design of the mobile
appliance. The rest of the paper focuses specifically on these system design
challenges and solutions that address them.
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User .
Implementation
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3. SECURE MOBILE APPLIANCE DESIGN
CHALLENGES

In this section, we describe the various challenges and considerations in-
volved in supporting security on mobile appliances. Section 3.1 first dis-
cusses the diversity and evolutionary nature of security protocols and cryp-
tographic algorithms, and the consequent need for flexibility in the security
processing architecture of a mobile appliance. Section 3.2 analyzes the com-
putational requirements of security processing, while Section 3.3 examines
the impact of security processing on battery life. Finally, Section 3.4 tack-
les the important problem of securing the system implementation and the
resultant need for building in attack resistance features.
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Secure Data
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Network
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Figure 1. Security concernsin a mobile appliance 3.1 Flexibility

A fundamental requirement of a mobile appliance is the ability to cater
to a wide variety of security protocol standards in order to facilitate inter-
We illustrate mobile appliance security concerns through the example @perability in different environments. For example, an appliance that needs
secure data communications on a wireless handsgt @ cell phone or  to work in both 3G cellular and wireless LAN environments would need to
PDA). Wireless data communications can be secured by employing secexecute security algorithms specified by 3GPP [26, 27] as well as the Wired
rity protocols that are added to various layers of the network protocol staclgquivalent Privacy (WEP) algorithm specified by the 802.11 standard [17].
or within the application itself. Security protocols utilize cryptographic algo-Additionally, a device is often required to support distinct security process-
rithms (asymmetric or public-key ciphers, symmetric or private-key ciphersing standards at different layers of the network protocol stack. For example,
hashing functionsetc.) as building blocks in a suitable manner to achieve a wireless LAN enabled PDA that supports secure web browsing may need
the desired objectives (peer authentication, privacy, data integiaty, to execute both WEP (Link Layer) and SSL (Transport Layer), while the
Different security protocols have been developed and employed in cellisame PDA, if required to connect to a virtual private network (VPN), may
lar technologies such as CDPD [14] and GSM [15, 16], wireless local areadditionally need to support IPSec (Network Layer).
network (WLAN) technologies such as IEEE 802.11 [17], and wireless per-

sonal area network technologies such as Bluetooth [18]. Many of these pro- B e ——

tocols address only network access domain sectirity,securing the link e + open Vi1

between a wireless client and the access point, base station, or gateway. Sev- U ELEE S EED MET** A

eral studies have shown that the level of security provided by most of the RUEZIE L s Gl 0" vao

above security protocols is insufficient, and that they can be easily broken or Atz e ) Moy

compromised by serious hackers [19, 20, 21, 22, 23, 24, 25]. While some g dite - odzeele WAP Forum 2"

of these drawbacks are being addressed in newer wireless standards such as  SePt 2002 TLS compression founded A

3GPP [26, 27] and 802.11 enhancements [17], it is generally accepted that methods

they need to be complemented through the use of security mechanisms at TLS Working °

higher protocol layers. Grp Estd TLS®  erberos
With the push to bring wired Internet data and applications to wirelessx MET () V1.0

handsets, and to enhance the wireless data experience, conventional Intarne\tNTL s IPSec ”

protocols are being increasingly used in wireless networks, by overlayin% Working &rp Q & L

them on top of the underlying “bearer” technologies. In the wired Interngt® TLS Estdg  Esp, 1p- HMAC cocurit drafts

the most popular approach is to use security protocols at the network of @ IPSec authent. IP- HMAC-MD5 arche fEEy

layer (IPSec), and at the transport or TCP layer (TLS/SSL) [6, 7]. security arch. TSAKMP etc.
Recognizing the need to provide protocols optimized for the wireless

environment, the Wireless Application Protocol (WAP) standard [28] de-
fines protocols that can be overlaid on top of existing wireless bearer tech-
nologies, such as GSM, CDPD, CDMAgc. In the WAP architecture,
wireless handsets run the WAP protocol stack, and a WAP gateway trans-
lates traffic to/from the wireless handset to conventional Internet protocols
(HTTP/TCP/IP), thereby facilitating inter-working with existing (wired) In-
ternet servers.

The WAP architecture allows for the use of security schemes at multipl
layers of the protocol stack.

1990 1992 1994 1996 1998 2000 2002

Figure2: Evolution of security protocols

Complicating the above picture is the specification of any security proto-
ol standard, which typically allows for the usage of a wide range of cryp-
‘ographic algorithms. To illustrate this scenario, let us consider the SSL
protocol [29], which supports the use of different ciphers for its operations
e Security protocols provided in the bearer technologies (such aguthenticating the server and client, transmitting certificates, establishing
CDPD, GSM, CDMAetc.) may be used to provide network access session keysetc.). For key exchange, cryptographic algorithms such as
domain security, including user authentication to the serving networkRSA and KEA are possible choices. For symmetric encryption, an RSA
as well as a basic level of confidentiality and integrity over the wire-key exchange based SSL cipher suite would need to support 3-DES, RC4,
less link. RC2 or DES, along with the appropriate message authentication algorithm
I(SHA—l or MD5). Since the mobile appliance may have to communicate

o The WAP protocol stack includes a transport-layer security protocol; ™ - £ - - .
called WTLS, which provides higher layer protocols and applicationsw'th a server/client that uses a specific combination of cipher suite and key

. s - xchange algorithm, it is desirable to support all the allowed combinations
with a secure transport service interface and secure connection ma§10 as to inter-operate with the widest possible range of peers.
agement functions.

Finally, security protocols are not only diverse but also are continuously

o Finally, specific applications may decide to directly employ securityevolving. This has been and is still witnessed in the wired domain, wherein,
mechanisms instead of, or in addition to, the aforementioned optionprotocol standards are revised to enable new security services, add new cryp-
(through an application-level security protocol such as SET [6], or tatographic algorithms or drop weaker ciphers. Figure 2, for example, tracks



the evolution of popular security protocols in the wired domain IPSec [30] WIRELESS SECURITY
PROCESSING GAP

and SSL/TLS [31]. We can see that even a well-established protocol such as (data rates & connection latencies
TLS is subject to constant modificatioresy(, in June 2002, TLS was revised '&;ﬁg'%"; ﬁg?‘ég glc%%?loemlps
to accommodate the proposed replacement to the DES standard, AES). Confidentiality and Integrity

The evolutionary trend is much more pronounced today in the wire- ~ MPS reauirements
less domain, where security protocols can be termed to be still in their in-
fancy. Figure 2 also outlines the evolution of the wireless security protocols, 4000,
WTLS [32] and MET [33]. Many of the security protocols used in the wire-
less domain are adaptations of the wired security protocols. For example,
WTLS bears a close resemblance to the SSL/TLS standards. However, it is
anticipated that future security protocols would be specifically tailored from
scratch for the wireless environment. This presents a formidable challenge to
the design of a security processing architecture, since flexibility and ease-of-
adaptation to new standards become equally important design considerations
as traditional objectives such as power, performasice,

Authentication MIPS
requirements
dominate

Processing Requirements
(MIPS)

[ S S S S S |

3.2 Computational Requirements of Security Pro-

cessing S?&“Séiiy—o' > |
The computational power available in a mobile appliance is significantly 100Mbps 5 0
limited compared to the processing capabilities of a desktop computer. To b 1Mbps 5 4 (0
understand the difference, compare the MIPS ratings of a 2.6 GHz Pentium U3 Ragg 100Kbps fion Latency
conne®

4 processor powered desktop and a state-of-the-art PDA featuring the In-
tel StrongARM 1100 processor. While the former is capable of deliver-
ing roughly 2890 MIPS, the latter can supply only 235 MIPS at its fastest Figure 3: The wireless security processing gap (Source: [12])
(206MHz) [34]. The above scenario actually represents the higher end of the
embedded processor spectrum. At the other end of this spectrum, we have
the Motorola 6BEC000 DragonBall processor core used in Palm OS prod- . .
ucts rated at approximately 2.7 MIPS [35], while the ARM7/ARM central MC68328 processor transmits and receives data at a data rate of 10 Kbps
CPU used in cell phones typically deliver 15 to 20 MIPS processing powef"re 2.1'W/KB and 14'3“‘]./KB’ respectively. When the sensor node oper-
running at speeds of 30 to 40 MHz. ates in the secure mode,' it performs R’_SA-based data encryption as a part of
While power dissipation and size requirements of mobile appliances rdtS Security protocol and incurs an additional energy overheadfAZB.
strict the processor architectures and, hence, their MIPS ratings, the levgfven & typical battery capacity of 26 KJ in the sensor node, we can, there-
of security desired in data communicated by the mobile appliance remai gre, estimate that the number of 1KB transactions that can be completed
unchanged or even increases! As a consequence, the computational requife"® secure mode by the sensor node before the battery runs out of power
ments of standard security protocols tend to be significantly higher than tHg €SS than half the corresponding number in the un-encrypted mode (see
embedded processor capabilities [12, 13]. Data presented in [12] reve&l9ure 4)-
that the total processing requirements for a security protocol that uses 3DES
for encryption/decryption and SHA for message authentication at 10 Mbps
(current and emerging data rates for wireless LAN technologies are said to
be in the range of 2-60 Mbps) is around 651.3 MIPS. A similar trend has also
been observed for RSA based connection set-ups performed in client/server ~ Secure
handshake phase of the SSL protocol. A 235 MIPS embedded processor can
be used to establish connection latencies a8.6r 1sec, but not at 0.%ec.
Thus, there exists a clear mismatch between the security processing require-
ments and the available processor capabilities, even if the workload of the
appliance is assumed to be completely dominated by security processing. In
other words, this mismatch is likely to be worse in reality since the proces-
sor is typically burdened by a workload that also includes other application
software, network protocol and operating system execution.
The effective computational requirements of a typical security protocol

Battery runs
out of power,

Battery runs
out of power

Normal

T T T T

that performs RSA based connection set-up, 3DES-based data encryption 0 200 400 600 800
and SHA-based integrity are shown in Figure 3 for various combinations Number of Transactions
of connection latencies and data rates. The processing capabilities of an (x 1000)

embedded processor can be represented as a plane in the 3-dimensional space

(see, for example, the 300 MIPS plane). Clearly, the processing requirements

above the plane (and, hence, the corresponding combinations of connection Figure 4: Theimpact of security processing on battery life

latencies and data rates) can not be supplied by the embedded processor,

leading to awireless security processing gap. While embedded processor  while the energy requirement for security will only increase in the future,
performance can be expected to increase due to improvements in fabricatigie supply side also leaves much to be desired. There has only been a slow
technologies and innovations in processor architecture, the increase in dgf@wth (5-8% per year) in the battery capacities [37]. With the increasing
rates (due to advances in wireless communication technologies), and the Ugfinplexity of functions that a mobile appliance supports, the energy require-
of stronger cryptographic algorithms (to stay beyond the extending reach @fents, even in the absence of security processing, seem to be outpacing the
malicious entities) threaten to further widen the wireless security processinguch slower evolution of battery technologies. Since the addition of secu-

gap. rity processing to the existing workload only threatens to widen this gap, it
. becomes very important to consider battery-aware system design techniques
3.3 Battery L ife while embedding security in a mobile appliance.

The computational requirements of security protocols stemming from the .

inherent complexity of cryptographic algorithms suggest that the energy co3.4 ~ Tamper-Resistance

sumption of these algorithms will be high. For battery powered mobile ap- Most security protocols and mechanisms address security of a mobile ap-
pliances, the energy drawn from the battery directly impacts the systemjgliance without regard to the specifics of the implementation. Theoretical

battery life, and, consequently, the duration and extent of its mobility an@nalyses of the strength of cryptographic algorithms assume that malicious
its overall utility. To illustrate the impact of security processing on batteryentities do not have access to the implementation (classical cryptanalysis).
life, consider the following case-study based on data taken from [36]. Thélere, a cryptographic primitive is viewed as an abstract mathematical ob-
energy consumed when a sensor node containing a Motorola DragonBadict, that is, a mapping of some inputs into some outputs parameterized by a



secret value, called the key. An alternative view of the cryptographic prim-
itive comes from its implementation. Here, the primitive manifests itself as
hardware circuit or as a program that will run on a given embedded proces-
sor, and will thus present very specific characteristics. Such a view implie

that security protocols and cryptographic algorithms can simply be brokeé' SECURE HW/SW PLATFORM ARCHITEC-

by observing properties of the implementation (for example, “side-channel TURES

information”, such as timing, power, behavior in the presence of feaitt,

Sensitive data can also be compromised, while it is being communicated In this section, we describe approaches to design secure mobile appliance
between various components of the system through the on-chip communirchitectures that address some of the challenges described in Section 3.
cation architecture, or, even when simply stored in the mobile appliance (in

secondary storage like Flash memory, main memory, cache, or even CP4l1 Elementsof asecuremobiIeappliancearchitec-
registers). ture

used by secure applications) and reverse engineering (de-compilation,
flow analysis, profilinggtc.).

broad categoriephysical and side-channel attacks, and,software attacks.

Secure Content
(Anti -virus, File Encrypt)

o Physical and side-channel attacks refer to attacks that exploit the sys-
tem implementation and/or identifying properties of the implementa-

tion. It is not surprising that the first target of these attacks [38, 39,
40, 41] are mobile devices such as smart cards. For concreteness, the
discussion here will be put in that context, although most of it applies
to other (cryptographic) devices as well. Physical and side-channel
attacks are generally classified into invasive and non-invasive attacks.
Invasive attacks such as micro-probing techniques involve getting ac-
cess to the silicon to observe, manipulate and interfere with the sys-
tem internals. Since invasive attacks typically require relatively ex-
pensive infra-structure, they are much harder to deploy. Non-invasive
attacks, on the other hand, do not require the device to be opened.
While these attacks require knowledge of the system, they tend to be
cheap and scalable (compared to invasive attacks).

There are many forms of non-invasive attacks. Fault induction tech-

niques manipulate the environmental conditions of the system (volt-
age, clock, temperature, radiation, light, eddy curretat) to gener-

Secure Run-Time
Execution

Secure Run-Time
Authentication

Secure Key
Management

1
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1

I Secure Boot |
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ate faults and to observe the related behavior [42, 43]. Eavesdropping
techniques attempt to deduce information by monitoring any acces-
sible system resources such as the supply and interface connections.
The most common form of this attack involves analyzing the power
consumption of the system [44, 45]. Other possibilities involve ana-
lyzing the electromagnetic radiation around the device [46]. Another
important class of attacks is the timing attack [47, 48], which ex-
ploits the observation that the computations performed in some of th
cryptographic algorithms often take different amounts of time on dif-
ferent inputs. A well-known example is the implementation of the
RSA public-key cryptosystem using the Chinese Remainder Theo
rem (CRT) for improving the performance. Other attacks targeting
symmetric encryption schemes such as DES have also been used.

Secure Flash
Programming

Figure5: A layered hierarchical approach to security

A base platform architecture must be flexible and scalable to meet the
needs of each stratum in the marketplace. Flexible and scalable base plat-
form architectures simplify the development and deployment of new applica-
tions and services and the associated security requirements. Figure 6 shows
an example of such a base architecture. At the core is a powerful crypto
engine surrounded by firmware and an application-programming interface
(API) which speeds the integration of various security applications and pe-
ripherals.

Software attacks are based on malicious software being run on the
mobile appliance, that exploits weaknesses in security schemes and
the system implementation. The likelihood of software attacks tends
to be high in systems such as mobile terminals, where application
software is frequently down-loaded from the Internet. The down-
loaded software may originate from a non-trusted source and, hence,
can be be used to implement attacks. Compared to physical attacks,
software attacks typically require infrastructure that is substantially
cheaper and easily available to most hackers, making them a serious
immediate challenge to secure system design.

Popular examples of software attacks include viruses and trojan-horse
applications that exploit OS weaknesses and procure access to the
system internals. There are many categories of software attacks.
While integrity attacks can manipulate sensitive data or processes,
privacy attacks lead to disclosure of private or confidential informa-
tion. Availability attacks, on the other hand, can prevent the secure
functioning of the system by denying access to system resources.
Building attack resistance especially into software [49, 50, 51] would
necessitate one or more of the following measures: (i) finding a means . . .
to ascertain the operational correctness of protected code and dafslgure 6: A modular base ar chitecture for secure mobile appli-
before and during run-time, (ii) providing protection against trojan ances

horse applications trying to steal datag(, cryptographic keys) from

a security application that is run on behalf of the user, (iii) enforc- Combining hardware and software crypto components plays a significant
ing that application content can remain secmdgital rights man- role in providing a strong crypto foundation that meets basic security require-
agement), and (iv) protecting against probing (looking at the memory ments such as authentication, confidentiality, integrity, and non-repudiation.




The foundation of secure crypto operations includes true random numbée.g., the IPSec packet engine from Safenet Inc. [60]) accelerate all or most
generation, which may be provided for with a HW-based random numbeof the functionality present in a security protocol, resulting in higher effi-
generator. Crypto HW accelerators are one method to provide significamiency than cryptographic accelerators.

performance and power efficiencies to critically used algorithms such as As mentioned in Section 3, security standards for mobile appliances are
DES/3DES, AES, SHA1/MDS5, and public key operations (RSA/DH) neces-in their infancy, and are expected to evolve significantly [32, 33, 63, 64,

sary in the mobile environment. A low-power DSP in a dual-core processo65].

Hence, it is desirable to provide sufficient flexibility in security pro-

such as TI's OMAP1510 processor [52], accelerates critical and performana®ssing architectures so that they can be re-used, or adapted with minimal
intensive crypto operations, freeing up much-needed headroom on the maéffort, to support new standards or enhancements of existing standards. Pro-

applications processor.

grammable security protocol engines, such as the MOSES platform devel-

Additionally, HW components such as secure RAM and secure ROM iroped at NEC [66, 67, 68] combine the benefits of flexibility and efficiency
conjunction with HW-based key storage and appropriate firmware can enabler security processing.

an optimized 'secure execution’ environment where only trusted code can
execute. A secure execution mode can be used for critical security operatioss
such as key storage/management and run-time security to provide a strotg
security foundation for applications and services.

Another security challenge stems from most of today’s devices relying on.
the authentication of the client device. The lack of end-user authentication E
thus a weak link. Biometric technologies such as finger print recognition an
voice recognition are emerging as important elements in enabling a secuf
wireless environment with minimal actions or understanding required fro
end-users.

CONCLUSIONS

Security is critical to enabling a wide range of applications involving mo-
le appliances. While security has been addressed in the context of tradi-
onal computing systems and the wired Internet, mobile appliances usher in
ny new challenges. This paper highlighted the problems faced by design-
ners of mobile appliances, and outlined recent technological developments

and commercial innovations to address them. Security concerns are not lim-

ited to a specific application domain, but cut across a wide range of electronic

4.2 Security processing architectures

Security processing refers to computations that need to be perform
specifically for the purpose of security. For example, in a secure wireles!
data transaction, security processing includes the execution of any security
protocols that are utilized at all layers of the protocol stack (and the crypg,
tographic algorithms employed therein). As demonstrated in Section 3, thdl]
computational requirements of security processing place a significant burden
on the embedded processors used in mobile appliances, and can lead to sig}
nificant degradations in battery life. Recognizing these issues, various tech-
nologies have been developed in order to enable efficient security processing
in mobile appliances. They include enhancements of embedded processofsg
for security, cryptographic hardware accelerators, and programmable secu-
rity protocol engines. [4]

4.2.1 Embedded processor enhancementsfor securing pro-
cessing 5]

There have been several attempts to improve the security processing cap[’:\—
bilities of general purpose processors. Since most microprocessors today are
word-oriented, researchers have targeted accelerating bit-level arithmetic o%]
erations such as the permutations performed in DES/3DES. Multimedia in-
struction set architecture (ISA) extensions such as those in PA-RISC’s Max-
2 [53] or IA-64 [54] already incorporate instructions for permutations of 7]
8-bit or larger sub-words. For arbitrary bit-level permutations, only recently
have efficient instructions been proposed [55]. Instruction set extensiond8l
have also been proposed for other operations such as substitutions, rotates
and modular arithmetic present in different private-key algorithms [56]. [0

Many such extensions have already been applied to embedded proces-
sors used in the wireless handset domain. For example, the SmartMIPS [57]
cryptographic enhancements extend the basic 32-bit MIPS ISA to speed (0]
security processing. Similar features are also found in the ARM SecureCore
family [58]. The security processing capabilities of SecureCore processofsi]
can also be further extended by adding custom-designed cryptographic pro-
cessing units through a co-processor interface. This is useful for delivering
efficient performance on new and proprietary cryptographic algorithms withg; 2
out having to re-design the basic processor core.

4.2.2 Cryptographic hardware accelerators [13]

Highest levels of efficiency in processing are often obtained through cus-
tom hardware implementations. Since cryptographic (asymmetric, symmeﬁ4]
ric, hash) algorithms form a significant portion of security processing work-
loads, various companies offer custom hardware implementations of theTfs
cryptographic algorithms suitable for mobile appliances including smar 1
cards and wireless handsets [59, 60]. Several vendors also offer integrated
micro-controllers that contain embedded processors, cryptographic accelét®
ators, and other peripherals [61, 62].

4.2.3 Programmable security protocol engines [17]
While cryptographic accelerators alleviate the performance and energy
bottlenecks of security processing to some extent, achieving very high dat&s]

rates or extreme energy efficiency requires a holistic view of the entire secu-
rity processing workload. In addition to cryptographic algorithms, security[19]
protocols often contain a significant protocol processing component, includ-
ing packet header/trailer allocation parsimty. Security protocol engines

systems. Hence, we believe that security will increasingly impact various
dAppects of the system design process, including hardware circuits and micro-
@rchitecture, software, system architecture, and design methodologies.
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